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CLASSIFICATION TREE AND KULLBACK-LEIBLER DISTANCE-BASED
ANOMALY INTRUSION DETECTION APPROACH

Evgeniya P. Nikolova, Veselina G. Jecheva

Abstract: In recent years anomaly detection has become an important area for both commercial interests as well
as academic research. The intrusion detection process attempts to detect malicious attacks by examining various
data collected during processes on the protected system. The present paper proposed an adaptive approach of
anomaly based intrusion detection which is grounded on classification trees and relative entropy. The major
results of the implemented simulation experiments are presented and discussed as well.
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I. Introduction

The importance of information security and intrusion detection, in particular, has been growing over the
past few decades, since more and more companies and organizations highly rely on the network
communications. As reported by the Computer Emergency Response Team/Coordination Center (CERT/CC)
[3], the number of computer attacks has increased exponentially in the past few years. It is the prevalence of such
threats that has made intrusion detection systems-the cyberspace's equivalent to the burglar alarm-join ranks with
firewalls as one of the fundamental technologies for network security [15]. The purpose of intrusion detection is
to detect any illegal activity that happens at the organization’s network. For this reason the intrusion detection
system (IDS) monitors the system activities and collects and analyzes data, which describes the users’ behaviour.
There are two major types of detection methods: misuse detection, which relies on the knowledge of signatures
of known attacks and system vulnerabilities exploits, and anomaly detection, which searches for illegal user
activity. The anomaly detection methodology has the advantage that it can detect novel and unfamiliar attacks,
since it relies on preliminarily defined profiles of normal user data and looks for significant deviations in the
real-time user activity. The actions that divert too much from the profiles of normal user activities are marked as
intrusions. Many contemporary IDSs integrate both approaches to benefit from their respective advantages [13].

Anomaly detection methods rely on the assumption that all intrusive activities cause some anomalies in
the system data [12]. There are many anomaly detection methods described and applied that differ according to
the analyzed data and methods that are enforced to detect deviations from normal behavior: statistical analysis
[5], rule-based methods [1, 19], profiling methods [14], etc.

One of the major difficulties in creating an anomaly detector is to select and create the model of normal
system behavior. Other issues in the anomaly IDS creation include the proper selection of threshold levels the
IDS uses to trigger an alarm, the selection of features to monitor, the inability to train a general model, which
could be applied for all systems, the necessity of training and adjustion of the model according to the specific
system, which has to be protected, etc.

Among the most successful approaches is the concept of sequence sets of system call patterns to
describe the normal system activity and deviations from this baseline [9], [4], [16]). The aim of the proposed
method is to analyze the program behavior not the user profiles ([11], [7]). The program behavior monitoring is
performed by capturing system calls made by some privileged processes under normal operational conditions.
This approach relies on the fact that short sequences of system calls are a reliable discriminator between normal
and malicious activity.

The present paper proposes an anomaly detection approach, based on the immune systems, which first
collect data patterns representing the appropriate behavior of a service, running on a server, which is possible
target of the attackers. Then these systems extract a reference table containing all the known good sequences of
system calls. The proposed approach creates as a first step, a classification tree, which contains all data
representing legal user activities. The system protection includes monitoring of the sequences of system calls of
current system activities and their comparison with those in the database. When the system finds a significant
deviation from the preliminarily composed tree, it raises an alarm signal and marks the sequence as anomalous.

Il. Description of the Methodology

1. Relative entropy

The relative entropy [8] is a measure of the distance between two distributions and can be used as an
indicator to measure the distance between two data points. Thereby we can use it as a measure of the regularity
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of tasting data in IDS. The relative entropy or Kullback Leibler distance between two probability mass functions
p(x) and q(x) is defined as follows
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The smaller the relative entropy, the closer the two sources are in terms of their probability distributions.

2. The Applied Methodology

The classification tree is a data mining technique for predicting the membership of cases in classes
defined by a dependent variable usually of the categorical type [2]. Each case is measured along a number of
predictor variables. The implementation of a classification tree is achieved through a training process (induction)
in which a specific algorithm is applied to a sample dataset (a training set) composed of the predictor variables
[10].

In our case the normal activity patterns compose a set Q with N states: qi, 0o, ..., gn, Which the system
passes through its work in the discrete moments of time =1, ..., T. We calculated the elements of the matrix,
containing the state transition probabilities, assuming the probability of occupying a state is determined only by
the preceding state. Each state transition probability represents the probability of transitioning from a given state
to another possible state.

First we construct classification trees of level L, describing normal activity. The roots represent each
possible state qx. Inheritors for each vertex are the states for which the corresponding transition probabilities
from their predecessor are non-zero

So by traversing the tree from the root to the leaves we can receive all possible state sequences with
length L along with the corresponding transition probabilities. The obtained lists of system calls consist of all
possible sequences with given state in kth position and contain states for which the transition probabilities for
each couple of neighbors is non-zero.

Within the created classification trees we apply relative entropy as an indicator to measure the distance
between the received sequence and normal sequences for the number of errors calculation. This produces a
quantitative value that describes the distortion of the distribution of set of observations from that of the baseline
distribution, and this is used as an indication of anomalies.

I11. Simulation Experiments

1. Results of the Experiments

A software prototype, based on the described methodology, was developed and a number of simulation
experiments were conducted in order to evaluate the implementation of the proposed method. The experimental
data were obtained from a project performed by the researches in the Computer Science Department, University
of New Mexico [18]. The data are obtained from Unix system examination during some period of time and
consist of normal user activity patterns of some privileged processes executed on behalf of the root account as
well as some anomalous data. The methods for pattern generation are described in [6]. The input data files
consist of sequences of ordered pairs of numbers, where the first number is the process ID (PID) of the executed
process and the second one is the system call number. In our experiments we examined data about the processes
synthetic sendmail, inetd, login, and ps. The distance distributions for the process synthetic sendmail, named,
login and inetd, for L=7 are represented in Figure 1:

Relative entropy

Frequency

Figure 1. Distance distribution
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In figure 1 can be observed that the most obtained values of the relative entropy are between 0 and 0.16,
and the number of values, which are greater than 0.25, decrease significantly. These results suggest that such
values correspond to call sequences, which can be marked as results of suspicious activity.
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Figure 2. Relative entropy for the process synthetic sendmail

The relative entropy of the observations 80-84, 346-348, 357-358 and 364 increased considerably, as
shown in Figure 2. The result relative entropy between training and testing normal data for the processes ps,
login, named and inetd are represented in Figures 2. The presence of abnormalities was successfully detected by
our relative entropy detection algorithm.
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Figure 3. Relative entropy for the processes ps, login, named and inetd

2. Performance Evaluation

The goal of our classification test is to determine whether a given sequence belongs to one of two sets —
normal set or intrusion set. For every possible test value there are two kinds of errors - a false positive (FP) and
a false negative (FN). A false positive occurs when an event is predicted as intrusive but it is in fact normal. A
false negative occurs when a truly intrusive event occurs without being signaled. True positive (TP) measures
the proportion of actual positives which are correctly identified as such. True negative (TN) measures the
proportion of negatives which are correctly identified as such.

The performance of each classifier was evaluated using the detection rate and overall accuracy. The
detection rate shows the percentage of the true intrusions that have been successfully detected. It is a function of
the identified intrusions:
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Detection rate = L *100
TP+FN

The overall accuracy [17] is calculated as the total number of correctly classified intrusions divided by
the total number of observations

TP +TN

Overall  Accuracy =
TP+TN +FP+FN

Overall

Processes Detection rate | accuracy
synthetic sendmail 0,8812 0,8447
ps 0,9836 0,9780
login 0,9647 0,9546
named 0,8608 0,8681
inetd 0,9728 0,9631

Table 1. Algorithm performance

Table 1 summarizes the algorithm performance in the experiments described above in terms of detection
rate and overall accuracy. It can be noticed that, the detection rate for the process ps increases to 98,3% and the
detection rate for the process inetd increases to 97,2%. The variance of the overall accuracy estimates are used as
indicators of the methods benefits. The overall accuracy results are between 0,8447 and 0,9780, which suggest
the number of false alarms is not significant, compared to the number of all predictions. The table shows that the
method based on the relative entropy detects most of the anomalies, detected by allowing few false negatives and
few false positives.

1V. Conclusion

This work represents an adaptive approach for anomaly-based intrusion detection using classification
tree and relative entropy and related simulation experiments. The purpose of some future work could be the
algorithm optimization and comparison with other detection methods.
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