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Abstract. Summing up the experience of building Virtual Education Space, this paper
presents a reference architecture known as Virtual Physical Space (ViPS). ViPSis being
developed as a Cyber-Physical-Social-Space. Our goal is for the reference architecture to
be adaptable for a variety of Internet of Things ecosystems in different domains such as
smart cities, smart environment and agriculture, and intelligent medicine. This paper
presents the first version of ViPSs general reference architecture and its core components.
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1. INTRODUCTION

Within the DeL.C project over the years, an environment with the same name has been
built to support various forms of e-learning [1]. The environment is successfully used to
support the educational process at the Faculty of Mathematics and Informatics of the
University of Plovdiv and at the Faculty of Computer Science and Engineering of Burgas
Free University. During a reengineering process, taking into account the various
deficiencies of the environment — mainly the lack of opportunities for integrating the
surrounding physical world, it was transformed into a Virtual Education Space (VES) [2].
At first glance, the rationale to integrate the physical world with the virtual environment for
e-learning is not obvious; it is enough to point out that for disabled learners the physical
world is of utmost importance in order to conduct a successful learning process.

Summing up the experience of building VES and taking into account the
implementation level reached, as well as the inclusion of standards and formalisms, we
believe that a new approach is needed to continue the work. The further development of the
space will be divided in two separate projects. The first project will focus on creating a
Reference Architecture for the Internet of Things Ecosystems, called ViPS (Virtua
Physical Space), which can be adapted to various domains. The second project will
continue the implementation of VES but already as an adaptation of the ViPS architecture
for aparticular field of application — e-learning.

This paper presents the first version of ViPS's general reference architecture and its
core components. The rest of the paper is organized as follows: a short review of Cyber-
Physical and Cyber-Physical-Social Spaces is considered in Section 2; thisis followed by a
brief overview of ViPS aspects in Section 3; Section 4 describes the ViPS architecture and
its core components; finally, Section 5 concludes the paper.
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2. CYBER-PHYSICAL VS, CYBER-PHYSICAL-SOCIAL SYSTEMS

In general, there are various concepts closely related to and competing with the notion
of Cyber-Physical System (CPS), such as embedded systems, the Internet of Things (l1oT),
Industria Internet, Internet of Machine-to-Machine, Industry 4.0, Intelligent Planet, Cyber-
Physical-Human Systems (CPHS), Intelligent Systems, and Adaptive Systems [3]. Despite
the fact that each of these areas has its supporters and communities, in [4] it is convincingly
argued that the concept of CPS is fundamental because it embodies the basic engineering
problem of integration of the digital and physical world. The concept of 0T is closely
linked with that of CPS in recent studies, with disparate views on the similarities and
distinctions between the two concepts. Some studies [5] assert that while CPS focus on
bridging the physical and cyber worlds, 10T is concerned with the unique identification of
heterogeneous devices and smart objects and their connectivity to the Internet. Some
authors [6] state that while there are similarities between CPS and 10T, i.e, device
cooperation to reach defined goals, 10T has a horizontal view comprised of hardware
components interacting with each other, whereas CPS takes a vertica approach
encompassing networked hardware, computational processes and control mechanisms.
Other studies [7], while acknowledging the difference in system architectures of CPS and
loT, refer to them interchangeably. An increased level of abstraction in 10T is attributed to a
large number of undefined factors, which are known only in terms of contribution to the
system operation [8]. In particular, the concept of 10T is closely related to CPS. On the one
hand CPS focuses on linking physical and cyber worlds; on the other hand 10T deals with
the unique identification of heterogeneous devices and intelligent objects and their Internet
connectivity. At the same time, while there are similarities between CPS and IoT — that is,
device interoperability, 10T has a horizontal view consisting of interfacing hardware
components while CPS adopts a vertical approach involving network hardware, computing
processes, and control mechanisms.

One major component of the systems, however, is often overlooked or only partialy
addressed: the user [9]. However, there are significant implications for the user becoming
part of the CPS. A new research domain involving human interactions is known as Cyber-
Physical-Social Systems (CPSS) [10]. The CPSS integrates various data originating from
physical, cybernetic and social spaces through synthesis techniques to provide human-
readabl e abstractions and conclusions. CPSS applications in urban environments are geared
toward reacting to the physical world and gaining knowledge of its state. The growing
computer paradigm of CPSSis based on the technological development of CPS and Cyber-
Social Systems (CSS) [11, 12]. This technological paradigm considers human and social
dynamics as an integral part of CPS [13]. CPSS are characterized by a deep interaction
between sensors, actuators and intelligent objects that are in the physical world, i.e.
technology-rich socia interactions and advanced reflections applied to collective
intelligence [14].

Intelligent cities are typical of CPSS, which are possible through the introduction of
cheap sensors, government initiatives on open public data, and citizens sharing and
exchanging messages on urban networks on social networks. The vast amounts of data
gained by the capture of physical phenomena through distributed sensing networks and
those contributed by city residents through their sensory smartphones and online social
networks can provide real-time large-scale data for intelligent urban services [15].
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Retrieving knowledge from data, usually through large data analysis techniques, can help
build a picture of urban dynamics that can enable intelligent applications and services and
lead the decision-making process for both urban authorities and for the inhabitants of the
city [16]. CPSS applications appear in the everyday life of intelligent urban systems in
areas such as commands and controls, intelligent environments, intelligent transport,
intelligent social manufacturing systems, and so on. Such applications rely on effective
monitoring of urban physical infrastructure and the environment and combine collected
data through intelligent cyber processes to provide better services to citizens; for example
by adjusting the traffic signal time based on vehicle arrival information and cyclists [17],
development of sustainable waste management systems [18] and recommendations for
events or locations based on citizens' preferences, proximity, pathways and environmental
conditions (eg pollution levels) [19]. The major urban information system offers the
potential for creating more sustainable and environmentally friendly future cities [20].

3. ASPECTSOF VIPSIN A NUTSHELL

To motivate the proposed ViPS architecture, it is necessary to mention the following
three general aspects. The first one addresses the Personal Assistants (PAS). ViPS,
developed as a CPSS ecosystem, puts the Persona Assistants (PAS) in the spotlight.
Because the PAs operate as rational BDI agents [21] all their mental states are represented
by events. Therefore, events are fundamental to the operation of the ViPS.

The second point is that ViPS as a reference architecture for 10T ecosystems has to
provide opportunities for virtualization of rea ,things’ taking into account time, space and
events. In this way, it is essential to propose appropriate formalisms for presentation and
work with the temporal, spatial and event aspects of things of interest.

The next point is that ViPS is supported by active components known as Oper ative
Assistants (OAs) implemented aso as rational BDI agents. The OEs are architectural
components suitable for providing the necessary context-awareness, reactivity and
proactivity of the space. However, they are unsuitable to deliver the business functionality
provided in the space. For this reason, OAs interact closely with services or micro-
services.

The last aspect concerns the integration between the virtual world and the physical
world. We prefer to do this through a transparent intelligent layer of intelligent agents
known as guards. The guards carry the data transfer from the physical world to the virtual
space as well asinformation in the opposite direction from the virtual to the physical world.

4. VIPSARCHITECTURE

The proposed ViPS architecture is presented in Fig.1l. In this section the basic
components of the ViPS are presented briefly.
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Fig. 1. ViPS Architecture

Personal Assistants. As mentioned, the PAs are closely related to the events; in this
way the event model is a first-class citizen in the space. Why does the event model have a
fundamental meaning for ViPS? The life cycle of a PA can be presented as a sequence of
actions to ,,complete’ various events related to the management of the user's ,, Personal
Schedule® (PS). The PS is an event-based structure, i.e. its entry points are domain-events
which in turn are indexed by base or system events (Fig. 2.). Events can be used for
specification of policies presenting operative scenarios of the space.

As a rational agent with a BDI-like architecture, the PA consists of two basic
components — Deliberation and Means-Ends Reasoning. In the deliberation phase, in order
to determine the PA’s actual goal, the PS is mapped to mental states of the PA in the
following way:

* Domain-events represent the Desires of the PA;

* ThePS'sindices ([date, time, location]) are Beliefs of the PA;

* ¢gisused asakind of metric to determine the PA's Intention.

The PSisasdtructure consisting of the elements < (event, type) [date, time, location] ; (type, €)> where:

e event—isan event identifier;

* type—an event type, usualy adomain-event (in accordance with the Event Model);

e [date, time, location] —an index consisting of the basic events date, time, location (in
accordance with the Event Model;

e e¢—epsiloneventinterval, i.e. aninterval of interest preceding the occurrence of the
event event. In thisinterval, the PA normally performs preventive work. Essentially, &
guides the search in the PS by helping to identify the event (events) entering in the PA's
vision (control).

Furthermore:

e Iftimeisa"significant" index then the PA interacts with the TNet;

e If locationisa"significant" index then the PA interacts with the AmbiNet;

® |f both are "significant," then the PA interacts with both networks.

Fig. 2. PS Structure
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One of the basic principles on which the PA is built is that of ,anticipating action”.
The PA has an early warning system, i.e. it has to be able to perform certain warnings
before the event occurs. In the timeframe before the event occurs, the PA cannot rely on the
Event Engine (EE); the EE is triggered when an event occurs. To ensure the
implementation of the forerunner action strategy, we propose the interaction between the
PA and the AmbiNet, respectively TNet.

Theoretically, the life cycle of the PA can be defined as management of the interval
(4 + Tg —¢) where:

¢ Tgisthetime of the event E;

* cgisaninterval preceding Tg;

e Aistheduration of the event Te.

e and A may vary within a range depending on the current domain. Alsoe = A =0is
conceivable; eg., A = 0 ininstant eventsor ¢ = 0 if the interval preceding the event does
not concern the PA, i.e. it does not affect the prevention or anticipatory actions. For
example, in e-learning there may be an agreement according to which different events will
be different —e.g. exam ¢ = 2 weeks, lecture ¢ = 2 days, exercise ¢ = 3 days.

Our idea is for the interval € is to be managed by CCA and AjTempura. As regards
AjTempura:
* ToeanlTL interval is mapped and in this way AjTempura can be involved in the
operating of ViPS;
* The necessary space activities during thisinterval are managed by AjTempura, i. e.
AjTempura becomes proactive (it is implemented as a multi-agent system).

Analytical Subspace. As mentioned previoudly, for virtualization of things, time and
space aspects, as well as events, they have to be accepted. That is why one of the most
interesting, yet the most sophisticated components of ViPS, is the analytical subspace
aiming to provide opportunities for time, space and events to work in aformal way. In this
subspace, three interacting formal systems are located: ENet, AmbiNet and TNet.

ENet provides aformal presentation of the individual events eligible for the domain of
interest. Furthermore, links between events can be also specified in this network, according
to suitable classifications. ENet is constructed in accordance with the Event Model
presented in more detail in [22]. We believe that the event model could be the major
mechanism for synchronizing the performance of the space components. Events can happen
in any place and at any time in the ViPS. When events occur the Event Engine uses ENet to
correctly identify, interpret and manage the particular event. The Event Engine itself has
been implemented as a special OA. A next tool supporting the ENet is the Event Editor that
can be used to create a hierarchy (network) of events relevant to the particular main one.

AmbiNet is used to formally present the spatial aspects (incl. location) of the ,things’
virtualized in the space. For this purpose, we use an approach based on the concept of
~ambient” and ambient-oriented modeling, respectively. The specific formalism used in
ViPS is Calculus of Context-aware Ambients (CCA) [23]. CCA provides appropriate
mathematical notation and tools for modeling mobile and context-aware systems as
ambients. In [24], a context-aware model of Del. C is presented in detail, and ideas and
results of modeling of various aspects and components of VES are discussed in [25]. In
fact, AmbiNet is a modeling environment, the kernel of which is the CCA interpreter
implemented as a specia operationa assistant. In addition, a speciaized editor (AmbiNet
Editor) is developed to help create, update, and remove patterns in AmbiNet. Furthermore,
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intelligent search tools and a generator (Route Generator and Optimizer) of optimal
thematic routes taking into account the wishes and preferences of users are aso included in
the network. For attractive presentation of the results gained by interpretation of the
models, atool (AmbiNet Visualizer) using virtual reality technologiesis developed.

TNet is designed to represent the temporal aspects of the virtualized ,things‘ in a
formal manner. The network is implemented according to the ITL specification [26]
defining a tempora logic. The core of the TNet is the interpreter AjTempura implemented
as amulti-agent specialized OA [27]. The basic principle of the interpreter is the processing
of text strings representing ITL statements or formulas. Thus, albeit working correctly
based on the mathematical model of ITL, it is difficult to apply directly to real systems. For
this reason, an accompanying module (similar to AnaTempura[28]) has to be developed; it
will operate as an interpreter’s environment collecting and delivering information to be
interpreted.

ENet, AmbiNet and TNet interaction. Managing the collaboration between these
systemsis areal challenge. For this purpose, an InterAction Protocol (IAP) is developed to
take into account the nature, purpose and agent-oriented architecture of the three systems.
In genera, IAP has to conduct the following principle interaction scheme:

* ThePA identifies the beginning of the interval ¢ ;

* ThePA interacts with AmbiNet, for example, an appropriate route to be generated,;

* The PA interacts with AjTempura, for example, the generated route to be

implemented where an interaction between AmbiNet and AjTempurais possible;

* Intime Tg ENet will be also activated (proactively) .

Digital Libraries Subspace. The objective of building a Digital Libraries Subspace
(DLYS) is for it to be a repository of background knowledge for various domains which
ViPSis adapted for. The background knowledge of individual applicationsis structured and
stored in separate, independent segments known as libraries. In this way, we believe the
adapting of the reference architecture will be greatly facilitated. Over time, base versions of
the libraries can be integrated as an integral part of the ViPS. Once adapted, the DLS has to
provide opportunities to extend background knowledge for the particular domain. As
concerns e-learning, the library may include e-learning content, test questions, publications,
diploma works, and course projects. The libraries are served by specialized operational
assistants, realized as BDI rational agents.

What is significant for this subspace is that it includes heterogeneous data repositories
of different formats. Therefore, it is appropriate to build the subspace on two levels:
e Standard library — this is a standardized repository and supporting assistants
independent of the domains to be adapted;
* Domain libraries —they provide knowledge for the domain to be adapted.

For example, using this approach, the current SCORM 2004 Engine can be
transformed into a specialized OA that will operate in the standard library. For various
applications, domain libraries delivering SCORM 2004 compliant content can be
developed. Both libraries work together to interpret the learning content. Similarly, the
electronic test module implemented as an operational assistant can be located in the
standard library while tests and test questions are located in the domain libraries.

The standard library can also include a single common meta-level catalogue that
providesintelligent search capabilities and supports the use of domain libraries. It would be
expedient to devel op the catal ogue as an ontology or hierarchy (or network) of ontologies.
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Our experience shows that the DSpace standard [29] provides powerful tools for
building digital libraries. The standard is compliant with the Dublin Core specification [30]
and at the sametime it can be expanded depending on the domain of interest.

OntoNet. OntoNet is a hierarchical network of ontologies to support the work of the
two subspaces. Our goal in building this network is to increase the intelligence of space
using semantic modeling technologies. The network is constructed and managed as a
matrix structure, i. e. horizontal and vertical levels are distinguished. Horizontally, it is
structured in two levels — standard and applied. The standard level includes ontologies
needed for the ViPS to operate regardless of the particular application. The applied level
includes ontologies presenting knowledge about a specific domain, e.g., e-learning, cultural
and historical heritage, smart city. Verticaly, the OntoNet consists of an object level and a
meta-level. At the object level, presentations of the application-specific content information
are saved while the meta-level provides additional data known as meta-data supporting
effective work with the object level.

Access to OntoNet resourcesis through specialized OAs.

Guards. The system of guards is responsible for the interaction between the virtual
and the physical worlds. The guards carry the data transfer from the physical world,
represented as a multitude of the so-called 10T Nodes, to the two virtual subspaces, as well
as the data transfer in the opposite direction from the virtual world to the physical one. The
loT Nodes are configurations that typically include various types of sensors, controllers,
and actuators located in dynamically constructed architectural layers. Typically, the
controllers are single-chip or single-board computers (e.g., Raspberry Pi). The
communication between a guard and 10T Nodes is usually performed through the Internet
and free personal network technology (e.g., LoRatechnologies).

A guard is able to collect data from a group of 10T nodes and to transmit it to the
higher levels of space; the actual information from the physical world is delivered and
stored in both subspaces. Conversely, guards can transmit commands to 10T Nodes to
influence the physical world through their own actuators. Depending on the purpose, the
guards may be of various types, e.g. biometrics, cybersecurity, and hazards such as floods,
fires, or earthquakes. Another classification essential for the ViPS is based on the place
where the guards are operating, i.e. in the physical or in the virtual world.

The architecture of the guard system is developed in accordance with the standardized
framework proposed by Cisco, and it includes the two architectural stacks — the Core loT
Functional Stack and the loT Data Management and Compute Stack [31]. The active
components (guards) are implemented as intelligent rational agents that can be located at
different levels mainly in the fog layer.

Within the proposed architecture, various types of guards can be developed. In
addition to the already presented ones, in the ViPS there can be implemented guards
providing effective and secure space operation such as responsiveness to humidity,
temperature, oddness, or earthquake. The next types of guards under development are
biometrics and cyber security guards. We are also considering other types of guards.

Support of the C3A model. For efficient use of ViPS resources, a context-aware-
oriented agent architecture model known as C3A has been proposed [32]. This model can
be implemented in the components of the ViPS as well.
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5. CONCLUSION

For years, VES has been used to support the educational process at the Faculty of
Mathematics and Informatics of the University of Plovdiv. The space is supported by
various types of components. The active components are personal and operative assistants
implemented as rational BDI agents. Since agents are not suited to provide functionality,
they are combined with services including micro-services.

Currently, a new more abstract reference architecture known as ViPS is being
designed that could be adapted for various |0T applications. The ViPS is implemented by
the help of the development environments JADE [33] and Jadex [34].
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